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ABSTRACT

Digitalisation is transforming accounting practice in New Zealand through the adoption of cloud accounting, artificial
intelligence (AI), and data analytics, while simultaneously introducing new professional liability risks. Although pre-
vious studies have examined cybersecurity, digital competencies, and ethical issues associated with digital technolo-
gies, these risks have largely been investigated in isolation, providing a limited understanding of how they collectively
shape professional liability in New Zealand accounting firms. To address this gap, this study has identified 74 sources
of literature, ranging from academic studies to industry reports and professional guidelines, in a systematic literature
review. Our review identifies three interconnected themes: (1) cybersecurity and data governance, (2) digital compe-
tency and skills gaps, and (3) ethical and professional responsibility. The findings suggest that managing professional
liability requires an integrated approach that combines robust cybersecurity practices, continuous development of
digital capabilities, effective governance, and professional judgement. By synthesising these interconnected risk di-
mensions, this study provides a conceptual understanding of professional liability management and offers practical
recommendations to support secure, ethical, and sustainable digital transformation in New Zealand accounting firms.

Keywords: Digitalisation, Accounting Profession, Professional Liability Risk, Cybersecurity, Artificial Intelligence (AI),
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INTRODUCTION

Digitalisation has fundamentally reshaped the accounting profession by enabling the widespread adoption of cloud
accounting, artificial intelligence (AI), business intelligence, and data analytics to automate routine tasks, improve
decision-making, and enhance advisory services (Mai, 2025). These technologies have transformed the role of ac-
countants from traditional record keepers to strategic business advisors capable of delivering effective data-driven
and value-added services. However, these services increase the risk of professional liability, including cybersecu-
rity breaches, data inaccuracies, ineffective governance, and ultimately, financial, regulatory and reputational im-
pacts (Nurwanah, 2024). Consequently, managing professional liability has become an increasingly important strate-
gic issue as accounting firms seek to balance technological innovation with professional responsibility. Professional
liability is defined as exposure to law, regulations, finances, or discipline due to failure to meet the professional re-
sponsibilities for confidentiality, competence, due care, judgement, or oversight (Faruque et al., 2024).

The accounting industry in New Zealand is changing rapidly with cloud-based accounting software such as Xero,
MYOB and QuickBooks and the development of artificial intelligence, business intelligence and data analytics. These
technologies improve the efficiency of operations, real-time reporting and better service delivery to clients (Sahni,
2021). New Zealand accounting firms, many of which are small and medium-sized practices, face increasing reliance

1



on remote collaboration, third-party cloud service providers, and AI-supported decision-making while at the same
time remaining responsible for protecting highly sensitive financial and personal information under the Privacy Act
2020, and relevant professional standards issued by Chartered Accountants Australia and New Zealand. This combi-
nation of rapid digital adoption, regulatory obligations, and resource constraints creates unique professional liability
challenges that warrant closer examination (Kafi & Akter, 2023).

Although previous studies have examined individual issues like cybersecurity, digital competencies, AI adoption,
or ethical governance in accounting, these topics have largely been investigated independently. Existing research
provides limited understanding of how these interconnected risks collectively influence professional liability within
accounting firms, particularly in the New Zealand context. As digital technologies become increasingly integrated into
accounting practice, cybersecurity vulnerabilities, capability gaps, governance weaknesses, and ethical responsibil-
ities are no longer isolated challenges but mutually reinforcing factors that require an integrated risk management
perspective.

To address this gap, this study examines how New Zealand accounting firms can manage professional liability
risks arising from increasing digitalisation by employing a systematic literature review. This study contributes to the
literature by providing a more holistic understanding of professional liability risks in digital accounting while offering
practical recommendations to support secure, ethical, and sustainable digital transformation within New Zealand
accounting firms.

METHODOLOGY

This study adopted a systematic literature review to examine how digitalisation contributes to professional liabil-
ity risks in New Zealand accounting firms and to identify practical strategies for managing these risks. A systematic
literature review was considered appropriate because it enables a structured synthesis of existing academic and pro-
fessional knowledge of an emerging topic (Snyder, 2019). The literature search was conducted from 15th February
to 20th March 2026 in the databases Google Scholar, ProQuest, Scopus, SpringerLink, MDPI, ScienceDirect, Emerald
Insight, Wiley Online Library, and SSRN, from 1st January 2016 to 15th March 2026. These were done through the use
of a range of key Boolean search strings, incorporating the terms: (“accounting profession” OR “accounting firm”)
AND (“digitalisation”OR “digital transformation”) AND “professional liability”; ( “accounting profession” OR accoun-
tant) AND (cybersecurity OR “data governance”); ( “accounting profession” OR accountant) AND (digital competency
OR “digital skills gap”); and ( “artificial intelligence” OR AI) AND (ethics OR “professional responsibility”); with “New
Zealand” and “Aotearoa” included where appropriate. Sources examining digitalisation and professional liability in
accounting in English were included; however, irrelevant, non-English, and duplicate texts were excluded. An assess-
ment of relevant grey literature from Chartered Accountants Australia and New Zealand (CA ANZ), the Association of
Chartered Certified Accountants, the New Zealand National Cyber Security Centre, the Office of the Privacy Commis-
sioner (2025, 2026), Netsafe NZ and the Privacy Act 2020 was also undertaken. Duplicates were found using the title,
authors, year of publication and DOIs. The 132 records identified yielded eight duplicate records that were deleted,
leaving 124 records to be screened for title/abstract review. Post screening, 30 records were excluded and 94 full-
text sources were evaluated for eligibility. Twenty other sources were deemed irrelevant and/or did not meet the
inclusion criteria, leaving 74 sources for the final review. The quality and relevance of the included literature were
assessed by considering source credibility, the clarity and evidential support of its findings or recommendations, and
its applicability to digitalisation and professional liability in New Zealand accounting practice. Thematic analysis in-
volved coding recurring risks and mitigation strategies, comparing codes across sources, and grouping related codes
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into three overarching themes: cybersecurity and data governance, digital competency and skills gaps, and ethical
and professional responsibility. The screening process is explained by a flow diagram in the PRISMA format shown in
Figure 1:

Figure 1: Methodology for Examining Explainable Artificial Intelligence and Trust in New Zealand Digital Media
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FINDINGS AND DISCUSSION

Cybersecurity and Data Protection Governance

Cybersecurity is the set of protective measures implemented to defend digital systems, networks, and data against
unauthorised access and cyber threats in the accounting profession (Nurwanah, 2024). Accounting firms are facing
increasing threats to their cybersecurity due to digitalisation. They are highly targeted by cyber criminals because
accounting firms deal with highly sensitive financial data and their presence in client networks, which enhance the
risk of data exfiltration, accounting record manipulation, operational impairment, and subsequent adverse legal and
reputational damage (Hasan et al., 2024; Legenchuk et al., 2022). Threats such as phishing, ransomware, insider
attacks, and unauthorised access are commonly witnessed, and thus, cybersecurity emerges as a significant profes-
sional liability issue instead of a technical one (Nyombi et al., 2024; Rajib et al., 2024). In New Zealand, cyber security
issues can lead to a breach of obligations under privacy, confidentiality and data protection in the Privacy Act 2020,
and professional standards, creating professional liability.

Multi-Layered Cybersecurity Measures and AI-driven Cybersecurity Measures

This mitigation strategy installs a set of measures such as an encryption system, firewalls, intrusion detection models,
and multi-factor authentication tools (Nurwanah, 2024). Deloitte, PwC, and EY have taken it further by adopting
AI-driven monitoring, blockchain-based security and automated fraud detection devices, thus making it possible to
identify such threats in real time, and to enlarge data integrity (Deloitte, 2024). However, these solutions require
massive resources, constant improvements, and specialised knowledge. Although they provide a competitive edge
to large organisations, smaller practices are facing limitations in finances and capabilities (Hasan et al., 2024).

Governance Structure on Cybersecurity

This offers another avenue for risk management by incorporating security-related notions into the organisational
decision-making process. Collaboration among accountants, auditors, management and IT specialists is essential,
but the effectiveness of the governance structure depends on the implementation reliability (Almaqtari, 2024). Poor
enforcement and limited awareness will often relegate such frameworks to compliance processes rather than to
realistic risk management, which needs to be considered in both their design and in how they have been incorporated
into organisational behaviour (Australia & Zealand, 2022; Hasan et al., 2024).

Employee Awareness Programmes and Training

The objective of the awareness programmes is to mitigate the threat of human error. Well-informed staff are bet-
ter placed to identify phishing attacks and comply with safe rules, thereby enhancing organisational resilience and
fostering a security-minded culture(Ugbebor et al., 2024). This is particularly applicable in accountancy, where em-
ployees work with very sensitive financial information. However, the fast-changing threat to the digital environment
may require a regular updates of the curriculum, increasing the cost and complexity (Abrahams et al., 2024). Small
companies tend not to have the funds to carry proper programmes, and training becomes a need rather than a reality
unless investing continuously and supported by the sector (Saeed et al., 2023).

Innovative Risk Management Systems

Risk management systems allow resilience and increased efficiency (Saeed et al., 2023). However, it is a common
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practice for organisations to focus more on innovation than on security when they are in the initial stages of devel-
opment, which exposes them to vulnerabilities (Zadorozhnyi et al., 2020).

Regular Insight Tests and Security Audits

This approach helps to detect vulnerabilities, authenticate controls, and deliver data-specific decisions, mainly for
large firms. These demand particular capabilities and high investment, which few smaller firms can afford (Amodu,
2024). Furthermore, due to the scheduling of audits, they may fail to detect any emergent threats, so it is important
to monitor them continuously along with periodic evaluations.

Cybersecurity Governance and Compliance

The number of cyber incidents with possible systemic consequences is high, and professional service providers can
be targeted since they deal with confidential financial information ((NCSC), 2025). Measures to combat this prob-
lem should include better governance systems, improved industry standards, and cooperative work by the govern-
mental authority, professional associations, and individual corporations themselves (Hollingworth, 2024; Ncubukezi,
2022).The report demonstrates a significant gap between large and small firms when adopting measures against
cybersecurity threats. Large organisation strategies include AI-based monitoring, special security units, and in-built
forms of governance that are implemented. Smaller companies depend on using disconnected security measures
such as basic cloud security services, multi-factor authentication, a firewall, and basic training (Kendyala, 2020).
Overall, there is no specific solution for all of these threats; however, the indication is that multilayered and com-
bined strategies are the most effective in reducing the risk of cybersecurity and professional liability.

Digital Competency and Skills Gap

The accounting profession has rapidly digitised, leading to the creation of a digital skills gap, which could lead to a
professional liability risk. Artificial and business intelligence, data analytics, and cloud accounting are also changing
the role of the accounting profession (Karim et al., 2025). Cloud accounting, AI, Business Intelligence dashboards
and sophisticated data analysis help accountants process vast amounts of data, uncover trends and anomalies, and
provide valuable insights to assist in better decision-making, operational efficiency and financial advice (Elo, 2025;
Imjai et al., 2025). Although these tools support more efficient, data-informed decision-making, gaps remain in ac-
countants’ ability to use them effectively (Busulwa et al., 2025; Jain & Mitra, 2025). This misalignment demonstrates
the need for integrated solutions. Insufficient digital competence can therefore result in liability in that the error or
over-reliance on the output of an automated system can interfere with the attainment of professional liability, due
care or client advice.

Development of Digital Competencies

Continuous professional development is a crucial factor in reducing capability gaps. Digital competence increases the
ability of accountants to interpret data and detect anomalies in order to support strategic decisions, thus supporting
the shift towards an advisory role (Yigitbasioglu et al., 2022). However, rapid technological change can quickly render
skills outdated, creating a need for ongoing training (Kim & Park, 2020). Resources constraints causes greater chal-
lenges to smaller firms aiming at maintaining constant learning. Without training, organisational behaviour will not
change. Therefore, it is essential to incorporate continuous learning into the firm’s strategy and to be supported by
professional bodies (Konstantinidou et al., 2023).
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Adoption of New Digital Technologies

Implementation of AI, cloud systems, Power BI, and analytics applications leads to process efficiency and abilities
development (Talakola, 2022). Companies adopting such technologies achieve real-time knowledge, improved ser-
vice provision and a competitive edge. However, employees can use these capabilities only if companies incorporate
digital technology into their firms. Some risks are also present, including expensive implementation, vulnerability to
cybersecurity, and over-reliance on automated outputs (Imjai et al., 2025). Excessive use of AI can destroy profes-
sional scepticism and increase the number of decision errors. These issues are especially critical in SMEs that have
limited resources. A gradual adoption plan supported by training and a human supervision method will help to ensure
professional judgement is supported by technology, as opposed to being replaced (Williamson & Prybutok, 2024).

Technology Governance and Risk Management

Governance structures can address the risks relating to the use of digital technologies. These risks include automa-
tion bias, data integrity concerns, and cybersecurity risks. Good governance can improve accountability and can
guarantee the observance of regulatory and professional standards (Australia & Zealand, 2022; Coman et al., 2022).
However, this may increase complexity in the organisation and require expertise. Incorporating governance into the
organisational culture should guarantee its practical effectiveness (Coman et al., 2022).

Industry-Education Collaboration

Some firms focus on the partnership of universities, professional organisations and companies as a long-term solution
to the digital skills gap. Matching education to industry needs will improve graduate preparedness, reduce training
investments by organisations, and support the effectiveness of industry-based programmes and internships, there-
fore narrowing the gaps in capabilities. However, the implementation is slow due to the constraints of the curriculum
and the different expectations of the stakeholders (Jackson et al., 2023).

Deloitte, PwC, and KPMG spend millions on advanced digital tools and well-structured training and governance (Ab-
boud, 2025). Conversely, small firms adapt moderately and face financial and capacity constraints. This unbalanced
digital maturity creates a competitive imbalance, where more technologically advanced companies gain efficiency
and advisory benefits, while small companies face an increased risk of errors and professional liability (Coman et al.,
2022; Faruque et al., 2024). The capability gap is reduced through the above solutions. Technology adoption im-
proves efficiency but creates new risks; governance raises accountability, but little behavioural change occurs, and
collaboration in education brings long-term benefits but is slow (Satjawisate et al., 2025). Therefore, an integrated
approach to continuous learning, the use of scalable technology, and embedded governance is necessary to reduce
the digital skills gap and provide the resilience and competitiveness of the accountancy profession in the long term.

Ethical and Professional Responsibility in Digital Practice

Digitalisation in accounting has revolutionised accounting activities; however, it has also generated ethical and pro-
fessional misconduct with the potential to result in regulatory penalties, negative publicity, and malpractices (Awang
et al., 2022; Tiron-Tudor et al., 2025). Digitalisation in the accounting sector requires proper ethical governance, and
poor ethical governance can result in legal liability, tarnished reputation, and loss of customer trust. Ethical gover-
nance is a strategic priority (Cheong, 2024; Ramachandran, 2025). Similarly, using AI solely without human judgement
and oversight could lead to liability as it may deliver precise or biased outputs that lead to mistakes or biased strands.
The following are suggested solutions for managing professional liability risk arising from ethical concerns.
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AI Governance Frameworks

AI governance models can be used to define responsibility, ethical principles, and establish risk management re-
garding the use of AI. These frameworks ease any uncertainty over automated output responsibility, since the des-
ignation of legal accountability still rests with professional practitioners (Ogunmokun et al., 2021). However, these
models often become compliance-oriented tools that have little impact on the behaviour of practitioners. Statistics in
New Zealand have shown that increased regulatory complexity has not increased ethical performance (Puchakayala,
2022). The effectiveness of governance could be determined by how it is executed and not merely designed. When
large accounting firms use integrated systems of oversight, smaller companies usually rely on informal systems, thus
increasing their vulnerability to risk (Ladley, 2019). The standardised, resource-effective models of governance are
more efficient; SMEs require the uniformity of ethical practices, which is possible only through the means of the
standardised governance models (Riso & Morrone, 2023).

Automated Decision-Making Transparency

Automated decision making can provide transparency to AI outputs, which can then be interpretable, auditable and
ethical. Lack of transparency will increase bias, error, and accountability gaps, while explainability increases trust and
professional scepticism (Cheong, 2024; Saputro et al., 2025). Transparency increases the effectiveness of commu-
nicating with clients, providing a solution to the liability risks. However, AI systems are typically deployed as black
boxes, and attempts to increase transparency can contradict privacy and economic concerns as well as intellectual
property limitations (Saputro et al., 2025; Wang et al., 2025). Large companies use AI tools, but small companies
often have no similar options which increases their dependence on automated results (Odonkor et al., 2024).

The Human-in-the-Loop Model

The human-in-the-loop model has been deemed to be effective than entirely autonomous AI systems, specifically in
tasks requiring professional judgement and oversight. Research has shown that within this paradigm, there is less
automation bias as well as increased accuracy in decision-making compared with fully automated systems. At the
end of the process, humans can use their professional judgements, avoid errors and improve their output (Agyepong
et al., 2024; Carnat, 2024).

Ethical Guidelines for Digital Advisory Services and Continuous Professional Development

Professional competence, confidentiality, and due care are vulnerable to breaches in digital environments that are
supported by ethical guidelines. As solutions, Australia and Zealand (2022) promotes the view that AI can support
professional judgement but not replace it, thus increasing accountability. Some accountants have limited familiarity
with new technologies, thereby limiting the proper application of these ethical guidelines. Continuous professional
education and training in digital ethics is necessary, as it has been proven that any deficiencies in capabilities will
also increase the chances of making ethical mistakes and misusing digital tools in an indirect proportion (Australia &
Zealand, 2022; Carnat, 2024). Unethical conduct may lead to breaches of data, bias in algorithms and undermining
the integrity of financial reporting. Global audit failures are examples that show that over-reliance on electronic
programmes reduces professional scepticism and increases error risk (Zhang et al., 2023).

Overall, AI governance, transparency, and ethical regulations are essential but unstable, and ineffective when im-
plemented standalone instead of in an integrated model. Large firms such as Deloitte, PwC, EY, and KPMG adopt
a combined governance structure and advanced digital systems, thus obtaining enhanced control and reducing li-
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ability (Bibi, 2024). Smaller firms have resource and capability constraints that will hinder their successful imple-
mentation, and professional bodies need to support them (Odonkor et al., 2024). A combination of solutions will
address the gaps and will reduce the risks of professional liability. The literature shows that digitalisation increases
professional liability risks relating to cybersecurity, digital competency, and ethical responsibility. However, limited
research has examined how these three interconnected areas can be managed collectively within New Zealand ac-
counting firms. This research gap justifies the present study and the selection of these three themes to investigate
how accounting firms can effectively manage professional liability risks arising from increasing digitalisation.

Conceptual Framework for Managing Professional Liability Risks

The results of the review are presented in a conceptual framework provided in Figure 2, which has three key strands:
(1) cybersecurity and data governance, (2) digital competency and skills gaps, and (3) ethical and professional respon-
sibility. TOGAF was used as a lens for integrating into the structured enterprise architecture, following the themes
that surfaced in the literature review. TOGAF was chosen because it is organised into business, application, data, and
technology layers, which allows for a systematic structure in aligning digital practices, governance, and responsibili-
ties.

To integrate these capabilities into organisational practice, the framework adopts the Open Group Architecture
Framework (TOGAF) as an enterprise architecture model (Josey & Hornford, 2022). TOGAF provides a structured
approach for aligning business processes, applications, data, and technology during digital transformation. Within
this framework, cybersecurity and data governance support secure and compliant technology and data management.
Digital competency enables the effective adoption and use of digital technologies across business processes, and
ethical and professional responsibility provides the governance principles that guide responsible decision-making
throughout the organisation. These three capabilities contribute to a more secure, ethical, and sustainable approach
to digital transformation while reducing professional liability risks in New Zealand accounting firms.

Figure 2: The Proposed Conceptual Framework Derived from the Review
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RECOMMENDATION AND CONCLUSIONS

The recommendations are organised around the three themes identified in the review and are based on the evidence
synthesised in the study.

Cybersecurity and Data Governance

Accounting firms should adopt multilayered cybersecurity practices, including multi-factor authentication, encryp-
tion, secure backups, employee awareness, and appropriate governance (Nurwanah, 2024; Zadorozhnyi et al., 2020).
Smaller firms with limited internal expertise may consider secure cloud services and external specialist support while
maintaining appropriate oversight and accountability. Continuous cybersecurity awareness and training can further
reduce risks associated with human error (Iqbal & Yusof, 2024; Santos, 2018). Cybersecurity insurance policy is also
viable if the company can manage the cost (Ejeofobiri et al., 2025; Moore et al., 2016). Accounting firms should in-
tegrate cybersecurity policies into their long-term strategies and allocate management-approved budgets for their
implementation (Ejeofobiri et al., 2025). Furthermore, sophisticated strategies such as Zero-Trust architecture and AI-
driven threat detection could enhance cybersecurity resilience. Along with that, investment in cybersecurity within
organisations should be directed towards the priorities of the organisation and available resources (Moore et al.,
2016) and recognised information-security standards can also contribute to facilitating cybersecurity governance and
resilience (Folorunso et al., 2024).

Digital Competency and Skills Gaps

Continuous training, professional development and progressive adoption of digital technologies can strengthen ac-
countants’ digital capabilities and support effective technology use (Ali & Hasanah, 2024; Kim & Park, 2020). Re-
cruitment based on strong digital skills and professional experience will fill the digital skills gap. The integration of
digital skills into training programs, internship programs, and integrating digital skill competency should be included
in performance appraisal (Musa & Nurhayati, 2025). Hiring dedicated digital support also gives an opportunity to
attain the knowledge at a relatively lower price. Limited funding and technical skills represent the basic challenges;
these could be mitigated by means of joint external collaboration, interaction with certified suppliers, and adoption
stages (Grant, 2025; Noor, 2024) Collaboration among professional bodies like CA ANZ, education providers, and
industry can help align accounting education and training with changing technological requirements (Duzguncınar,
2025; Herbert et al., 2021; Jackson et al., 2023).

Ethical and Professional Responsibility

Accounting firms should maintain human oversight and critically evaluate AI-supported outputs to preserve pro-
fessional judgement and reduce risks associated with automation (Schweitzer, 2024). Ethical governance and con-
tinuing professional development can further support responsible technology use, professional competence, and
accountability. Professional bodies can support these practices through flexible, principle-based guidance as digital
technologies evolve (Sillaber et al., 2021). Employees are recommended to evaluate AI outputs critically instead of
mindlessly accepting them in order to strengthen their professional judgement and limit ethical hazards. However,
time limitations and overdependence on automated systems are barriers. Realistic training can be used to address
these by displaying real-world risks. Also, the ethical digital behaviour incorporated into the performance appraisals
strengthens professional responsibility (Rajib et al., 2024). Subsidised training and funding helps smaller business
organisations to implement ethical behaviours despite the difficulties of coordination. This is alleviated through the
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collaboration between the government and professional organisations (Turyakira, 2018).

Proposed Integrated Approach and Conclusion

Building on the evidence-supported recommendations above, the authors propose the TOGAF-based conceptual
framework presented in Figure 2. The framework integrates cybersecurity and data governance, digital competency
and skills, and ethical and professional responsibility across the business, application, data, and technology layers to
provide a structured approach to professional liability risk management in New Zealand accounting firms.

In conclusion, digitalisation provides significant opportunities for New Zealand accounting firms but also creates
professional liability risks. Effective risk management requires an integrated approach combining cybersecurity and
data governance, continuous digital capability development, and professional judgement and ethical oversight. To-
gether, these capabilities can support secure and responsible digital transformation while maintaining professional
accountability and client trust.
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